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Your First Training
First of all, you are awesome. If you are reading this, it means you want to help others,
and you don't assume you know everything. By learning how to meet others where
they're at and helping them find what they need, you are helping them improve their
safety. You are also helping your communities learn more about crucial, complicated
issues that affect all of us, so they can be more informed and engaged citizens.

The truth is that helping others learn about surveillance self-defense isn't easy. The good
news is that you will definitely get better with experience as you learn and reflect on
what doesn't work. Your first workshops may be stressful and you may feel self-
conscious about how they went, but don't be too hard on yourself when you begin!

We've included some tips and links to information and tools that we wish we had when
we started out. Remember that gaining experience and becoming skilled as a trainer is a
process, much like learning about how to improve your own digital security and privacy.
Similarly, it's highly rewarding the more you learn and the more skilled you get.

Starting Out
Look into your local options for training education and practice. If possible, find
someone who’s led digital security trainings before and co-train with them, or find
someone interested in training to collaborate with. This will make starting and
gaining experience better and less stressful. To read more about this, see Building your
Superhero Team.

Then, we also recommend a few additional steps to set yourself up with the right
participants, venues, and allies. Check out these additional steps from Am I the Right
Person?

Planning and Preparation:

Craft an agenda.

https://ssd.eff.org/
https://sec.eff.org/articles/building-your-superhero-team
https://docs.google.com/document/d/1dsmm-vgTw6FBKIuxUDGrauKqTHaWAIultvI1wgOW7I8/edit
https://sec.eff.org/articles/right-person-to-train
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It's very common for first-time trainers to create The Completely Impossible Agenda. This
is because we don't have a sense of how long certain things take during workshops. We
also don't have deep experience teaching certain topics yet. If you come from a technical
background, you might not have any event facilitation experience, and tend to focus on
tools instead of concepts. It's also surprisingly common for us to think that our training
will be the only time our participants will have access to an event like this, so we need to
cover as many topics and tools as we can. Be aware of all of these tendencies in order
to avoid them. For more on the fine art of agenda-crafting, see LevelUp's Planning Your
Event Agenda. For more on logistics, see our our piece on Training Logistics.

It's better to do a few things well than many things poorly.

Think about what will be the most useful thing a specific audience can learn with the
time and resources available. If you try to include all the things they may need to know,
you'll be setting the event up to fail. The concepts and tools are simply too complicated,
and rushing through them doesn't mean you've taught them. People will forget what you
say, you'll lose them early, and they won't know enough to actually use anything you've
covered. It's much more effective to make sure they get a few things down well than a
number of things poorly. That way they'll be able to build on what they did learn instead
of walking away feeling overwhelmed. For more guidance on deciding what to cover and
how, check out Learning Objectives.

Think about the different ways people learn, and how to
accommodate different types of participants.

You may already be familiar with different learning styles if you don't learn well in a top-
down lecture-style format that most of us have experienced. To learn more about
learning styles, check out Catering to Multiple Learning Preferences. This will also give
you ideas for how you can make your events more dynamic and fun for participants. To
be prepared for a wide range of participants, read Cultural Sensitivity and Drawing from
Inclusive Education. The latter will be particularly important if you are not personally
familiar with different types of limitations and disabilities.

Be aware of how different types of privilege affect workshop
dynamics.

Learn more about how technical privilege is a real thing. In worst-case scenarios, it can
alienate us from our audiences if we're not aware of it. And if you're completely new to

https://level-up.cc/before-an-event/planning-your-event-agenda/
https://sec.eff.org/articles/training-logistics
https://sec.eff.org/articles/learning-objectives
https://docs.google.com/document/d/1hQIZB0UMXDaBrI5zfOQrr0kbfGfTZ0Dt7ccskhcUYkE/edit#heading=h.bb0zjnu73eu6
https://sec.eff.org/articles/learning-preferences
https://docs.google.com/document/d/1bByYsI3q8cWB39vqbVbyBbAXnBtV-mq5FAphfz2-mnw/edit
https://sec.eff.org/articles/cultural-sensitivity
https://docs.google.com/document/d/10-xu3Q_hZXBgsQJWwgCU-wqb-2BULRbb17D5ccmcC3o/edit
https://sec.eff.org/articles/inclusive-education
https://docs.google.com/document/d/1h4Oxte7rMoUDyqchAr3ArDxfOjLr5cOELcHMkXpodv8/edit
https://sec.eff.org/articles/techie-power
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the concept of privilege, or hostile towards it as a word or concept, check out "The
Lowest Difficulty Setting," by sci-fi author John Scalzi.

Prepare, prepare, prepare.

The more you prepare, the better your event is likely to be. There's a huge gulf between
you knowing a topic and others learning it from you. How long will it actually take to walk
through an install and get some initial practice with a tool? Have you accounted for
different operating systems and the very likely scenario that 1-2 people will need 1:1
help? Do you have some activities ready to go? Can you practice them with others
before the event? If possible, see if you can have a friend who is unfamiliar with the topic
stand in as your audience to practice certain sections, and ask them for constructive
feedback. For more info on preparing, see Training Prep.

Get familiar with all major operating systems.

If you’re not familiar with participants’ technical operating environment, you won’t be
able to meet them where they’re at and be prepared to troubleshoot issues during
hands-on sessions. You’ll also struggle to answer some essential 101 questions you’ll
receive. Also, if you look down upon people who use this or that operating system or
device, your participants are likely to notice. This won’t help build trust or respect for you
and your work, and can work against you.

If you're covering specific tools, know them backwards and
forwards on all major operating systems.

This way you'll be prepared when questions come up, you will already have the steps
outlined, and you'll be better at troubleshooting any technical issues that arise.
Additionally, if you are clearly unprepared, your participants might trust you less, or worry
that you may not know enough about what you're teaching.

Find real-life examples to illustrate and clarify the material.

Because digital security and surveillance is generally in the realm of things that people
can’t see or touch, it’s common for people to struggle with how they can make a
difference. Having real-life examples gives people meaningful stories they can use to
comprehend what you’re trying to convey. Try to identify current news or other stories
that illustrate key concepts, gotchas, common mistakes, “teachable moments,” or how
certain tools work. Ideally, they should be contemporary and preferably close to
participants’ daily lives and culture as possible.

https://whatever.scalzi.com/2012/05/15/straight-white-male-the-lowest-difficulty-setting-there-is/
https://docs.google.com/document/d/1YMRVqVMBdVjCsdB-gUV0yTR4h32l-yTn4a2sWtfLoKU/edit
https://sec.eff.org/articles/training-prep
https://sec.eff.org/articles/devices-systems
https://sec.eff.org/articles/harm-reduction
https://sec.eff.org/articles/recommending-tools
https://sec.eff.org/articles/cultural-sensitivity
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Be prepared to manage wildly different expectations.

This can play out in different ways. It might be that the convener of an event wants you to
do way more than you have time and energy for. Or, they may exhibit "wishful technical
thinking" and assume you can cover a wide range of topics for 100 participants within
two hours, and you need to provide a gentle reality check about what the topics entail.
Be aware that you may have to check your own expectations as well. Do you have
enough time to prepare for an event? Are you going to have enough energy to lead to a
specific workshop? For more on this, see LevelUp's Setting Expectations for
Participants, Organizers, and Yourself.

During Events:

Don't forget to have fun!

It's hard to feel like you're having fun if you're stressed out and nervous. Take a deep
breath, tell yourself it's going to be okay, and try to have fun with it. If you have funny
stories or great analogies, ham them up. During the activities, inject some life into what
you're doing. Not only will training become easier the more you do it, but it'll also
become more fun, which is better for you and the participants.

Meet people where they’re at.

It's common for novices to have a pre-set idea of who participants will be and what they'll
need to learn without properly meeting and learning about them. Remember to "meet
people where they're at" by keying your event to who they are, what they know, what
they're afraid of, and what they're asking for. It probably won't be a good idea to teach
them about a tool they they say they don't need, or aren't convinced will benefit them.
They may need to start at very basic first principles because they don't have accurate
mental models of how the Internet works. If you have a mixed group of participants, think
about how to handle Different Devices and Operating Systems and Different Threat
Models in the Same Room.

If you don't know something, don't say that you do.

It's common to feel like we have to know all the answers, especially if we come from a
more advanced technical background. No matter your background, don't claim
knowledge you don't have or give advice about contexts you're unfamiliar with. If you
don't know the answer to a question, say "I don't know," and then offer to follow up if

https://level-up.cc/you-the-trainer/setting-expectations-for-participants-organizers-and-yourself/
https://docs.google.com/document/d/10rvG_SMOS7s7wvI9eMW_vR44U2dsB8LBgCoPyNh4yhE/edit
https://sec.eff.org/articles/devices-systems
https://docs.google.com/document/d/13gHZJcJx9UdKDVOAq7WBFk0IFJceT1gP-mpQTgluuEo/edit
https://sec.eff.org/articles/different-threat-models
https://sec.eff.org/articles/out-of-scope
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they're willing to share their email or other contact information. Even though it may not
feel like it, this will actually build trust between you and participants, because they see
you as a peer who respects them enough to make sure they have the right information.

Collect feedback and reflect.

One of the most valuable habits to develop is clear methods for gathering feedback and
improving. In addition to collecting feedback from participants, do a debrief on your own
or with your co-facilitator(s). What went well? What would you have changed? Don't be
too hard on yourself when you get feedback! Acknowledge it, think about it, make a plan
for how to address it in the future, and move on. We've all made mistakes and learned
things the hard way.

There’s a place here for you.

Sometimes people try teaching digital security and realize it’s not for them. This is okay!
There is a huge need for your skills in other capacities in the world of activism. Some
people end up working as sysadmins or IT support, or decide to contribute to open-
source security and privacy tools. Others might go on to facilitate actions and events,
and support digital security education by advocating for it in their community and
bringing in trainers. Whatever it is, people need and will welcome your help. The ever-
expanding number of issues related to digital security and privacy is mindblowing, and
people need people they can trust to help them navigate all of this—be that person in
whatever best way you are able.


